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1 Introduction and Executive Summary

The Committee on Earth Observation Satellites (CEOS) Working Group on Information Systems and Services (WGISS) provides a forum for participating agencies to exchange their experiences, ideas, concepts and expertise in the issues related to information systems and services for remote sensing programs.  To that end, WGISS focuses on the technology and applications that facilitate the discovery, access and usage of remotely sensed Earth Observation (EO) data.

One topic that is beginning to influence the systems that support these goals is that of Information Technology (IT) Security.  Unsecure systems are vulnerable to increasing attacks and other negative consequences; sponsoring agencies are correspondingly responding with more refined policies and more stringent security requirements.  These affect how EO systems can meet the goals of data and service interoperability and harmonization through open access, transformation and visualization services.

Contemporary systems, including the vision of a system-of-systems (such as GEOSS, the Global Earth Observation System of Systems), utilize technologies that support a distributed, global, net-centric environment.  These types of systems have a high reliance on the open systems, web services, shared infrastructure and data standards.  The broader IT industry has developed and used these technologies in their business and mission critical systems for many years.  Unfortunately, the IT industry, and their customers have learned the importance of protecting their assets and resources (computing and information) as they have been forced to respond to an ever increasing number and more complex illegitimate “attackers”.

There are a number of threats to the IT systems within EO-based organizations.  It is inevitable that the remote sensing community will need to take many of the same steps as the broader IT industry uses to protect their assets and resources.  Some level of proactive security management will be required to mitigate those threats.

If responses to the need to introduce security into our systems aren’t well coordinated, the EO community could still support its user communities - in isolated and stove-piped systems.  However, if the community coordinates and collaborates on our security initiatives, we can continue to work towards the realization of open and interoperable systems, providing increasing value to the investments made in Earth Observation.

The goal of this paper is to introduce the threats to EO information systems, begin a dialog on establishing a common understanding of those threats and to discuss responses to those threats.  Finally, a mechanism is introduced where the community can discuss and collaborate on ideas for continued sharing and exchange of EO resources (data, services, components and client applications) in a secure manner. 

2 Security Concepts in Application

In this section we introduce fundamental concepts in securing EO systems, including a discussion of threats and impacts of unsecure systems, a notional high-level view of secure systems and some current activities that provide responses and insight into securing our systems.

2.1 Threats

The systems that offer resources to the EO community, and the organizations which support them, are vulnerable to a number of negative consequences.  The very things that enable these systems to deliver high value capabilities to users can expose them to risk.

This risk can be driven from either intentional or unintentional action by outside users.  The effects of intentional misuse are well known. There are innumerable stories of systems being hacked, sensitive information captured inappropriately and resources being misused.  However, these systems are just as vulnerable to threats that are unintentional in their source.  For example, a poorly written client application which consumes a public Webservice can expend resources far beyond any reasonable expectation.

Many of the threats that an organization and its systems are vulnerable to, can be organized into four high level categories.   Those four are described in the following paragraphs.

Corruption of data and its integrity – The most valuable resources that many organizations offer to the community are information assets.  The integrity and provenance of data are fundamental to all research and analysis in earth science.  If users are not prohibited from changing baseline data, its metadata and relationships to other data objects, then the integrity of the data itself is at risk.  If there is no confidence in the data representing observations, then the confidence in predictive models, and the decision support systems that depend on them is lost.

Unauthorised access to confidential information – not all EO data is publicly available, be that by discretionary decision of the data owner or local legal restrictions
. Gaining unauthorised access to these data may put the data provider’s economic or legal stance at risk.
Misuse and control of assets – Through open internet-based technologies, users have access to non-data, functional assets and resources.  Examples of this are the emerging standards in Sensor Web interfaces.  While many uses of sensor webs are for the access of sensor readings (i.e. data), these interfaces also allow for the control of sensors and processing of sensor data.  If proper constraints and protections are not in place, users might be able to control these assets in ways that may meet their needs, but detract from the broader mission purpose of that resource.  At the worst extreme these assets may be misused to the point of making entire EO systems becoming inoperable, physical damage to components and/or permanent degradation.

Resource ‘hogs’, Denial-of-Service attacks – As systems allow access to a global user community, how their resources will be used is not always understood.  Indeed, by allowing unfettered access to these resources, a culture of innovation is established where the creative capabilities of individuals can be brought to bear on significant areas of societal benefit.  However, without appropriate protection these systems are vulnerable to allowing users to consume many more of the resources than might be reasonable.  Many times this can be a case of non-malicious usage, such as the request for an unreasonable amount of data, or a highly complex query on an inventory system.  Unfortunately, there are also numerous examples of system resources being consumed through intentional misuse.  These can be as simple as Denial-of-Service (DoS) attacks, or be much more complex.  Systems that are unprotected from these situations expose their computing resources (and financial resources that support them) to uses that are not aligned to their mission.  In this case proper use of the resources is affected as the systems performance is degraded, often significantly.  Finally, significant human resources must be dedicated to respond to these malicious attacks.

Misattribution – Organizations that host systems are very aware of the importance of their reputations.  Unfortunately, if their systems are not properly secured they can become victim to a ‘man-in-the-middle’ attack.  These attacks use unsecured systems to perpetrate other network or social attacks.  In these attacks, something as innocent as spamming, or something much more malicious may appear as though it were originated from the unsecured network, even though it is simply an innocent third-party.  While primarily a social problem (even though resources are being consumed), organizations may not appreciate being put in the position of appearing as a perpetrator of network or social attacks.  These types of attacks also have the potential of enabling unauthorized access to materials that are not otherwise publicly available, through credential sniffing.
Effective security measures, beginning with the architecture of EO systems, can mitigate the negative effect of most, if not all of these threats.  These measures need to be both strategic and tactical, and address the differing levels of systems (e.g. – hardware, network, operating system, application) that are targeted by security attacks.
2.2 Common Security Concepts

One way to define the boundaries and behaviours of a system is through use case modelling.  There can be multiple levels of use cases – from business (or mission) use cases, to system use cases to lower-level scenarios.  In this section we introduce a common set of system use cases and actors that emphasize the facets of securing EO information systems.

The following table (Table 1 - Secure Use Case Actor Survey) identifies a set of stakeholders in the form of actors, which have roles in managing and interacting with secure EO systems.
Table 1 - Secure Use Case Actor Survey

	Actor
	Description

	System Administrator
	Individual responsible for the infrastructure (computing machines, operating systems, applications) that supports executing systems, components and services.

	User
	Individual interacting with and consuming EO resources (applications, data, services).  A user is well-known, in that each has an identity and credentials.

	Guest User
	Individual interacting with and consuming EO resources (applications, data, services).  A guest user does not have a unique identity and lacks system credentials.

	Operator
	Individual managing the operation and performance of an EO system, component and/or service.

	Group Manager
	Individual responsible for a group, including establishing and managing its membership.


The following table (Table 2 - System Use Cases that Emphasize Security) is a use case survey of capabilities offered by secure systems.  The survey includes a reasonably comprehensive set of system-level use cases, including a short description of the capabilities that they offer, and lists the Actors that have a role in fulfilling them.
Table 2 - System Use Cases that Emphasize Security

	Use Case
	Description
	Actors

	User Management
	Creation of users and their authentication credentials.  Updating that information, as needed.
	Guest User, User, Operator

	Group Management
	Establishing and managing groups of users.
	User, Group Manager

	Securing a Resource
	Establishing and managing the security constraints on an EO resource.  Also, the authorization of user access to EO resources.
	System Administrator, Operator

	Authenticating a User
	Validating a user is who they say they are.
	User, Operator

	Discovering Resources
	A user searches for resources that will be useful for their activities.
	User, Guest User

	Accessing Data
	A user requests to have data made available to them.
	User, Guest User

	Invoking a Service
	A user requests that a service be executed on their behalf.
	User, Guest User

	Controlling a Device
	A user issues control commands to a device (sensor).
	User, Guest User

	Chaining Services
	A set of disparate and individual services that are specified to be executed within a workflow.
	User, Guest User, Operator


2.3 Current State of Practice
Many of our systems are already beginning to respond to the pressures of mitigating security risks.  Some organizations are already faced with new policies and requirements to provide higher levels of security.  Those policies and enterprise requirements are being allocated to new programs, as well as impacting existing systems.  

New systems are addressing security as a formal part of their architecture.  Their highest level requirements include those addressing security.  As these systems are architected, dedicated resources ensure that the end system is prepared to meet the organization’s security policies and requirements.  Their challenge is to meet the requirements with minimum impact to their user community.

Legacy systems are presented with a different challenge.  Many of these systems already provide tremendous value to the EO community.  As they increase their level of security a number things can be done to improve their security which will not be visible to their user community.  However, some changes inevitably will be seen by users.  A simple example of this is the need to provide some level of identity management.  Users may now need to “log on” and identify themselves before they can access resources offered.

Whether the systems are new or legacy, there is strong concern that the impacts of security be managed so that they minimal.  One EO data facility manager put it this way: 

“Security issues are certainly a major concern for our data systems. The users are less concerned[;] they want the data without any imposition of unnecessary security hassles... Full and open access INTERNATIONALLY are the keys to continue progress in precip[itation] research and use.” 

Much the same as issues of technology, data formats and visualization, we are all benefited when we can exchange our experiences and ideas with security.  Naturally, there will be different expectations, and responses, for operational systems as compared to experimental, research-focused systems.  New technologies and standards continue to emerge, as the IT industry evolves its response to security challenges.  Some of those technologies are appropriate for our non-operational systems, as they are not yet as mature and proven to scale for mission critical, operational systems.  It is important to participate in efforts to explore how to adopt emerging security techniques within our controlled research efforts.  As experience is gained, a knowledge base can be gathered, best practices can be captured and a more common understanding of how to balance the need for securing EO systems and minimizing the impact to our users can be established.  

EO systems can leverage the significant progress being made in the IT industry in securing distributed, open and interoperable systems.  There are now a number of initiatives at securing web services, enterprise level identity management (including authentication and authorization), and network-level security zones.  As industry improves and establishes new norms for handling these solutions, particularly open and non-commercial solutions, the EO community can benefit from adopting them, rather than inventing our own.

2.4 CWIC and Security

The WGISS Architecture and Data Contributions (WADC) project is currently addressing mechanisms to harmonize and integrate remote sensing data across WGISS partners.  The CEOS WGISS Integrated Catalog (CWIC) project is not focused on the issues of security.  However, as the CWIC is built in an iterative fashion, it will provide insights into some facets of security within a distributed, system-of-systems environment. 

The CWIC clearinghouse will interact with participating partner inventories.  In that interaction, CWIC will have the opportunity to address issues such as user identity, authentication and authorization, and managing resource consumption.  We can anticipate lessons learned in the facets of security from this WGISS effort.
3 Challenges

With its focus on the technology for information systems and applications for remote sensing, WGISS can play a role in addressing some of the broader issues related to security, such as:

· Building a common threat model for EO systems (starting from the issues drafted above)

· Comprehensive enterprise-level single sign-on within GEOSS

· Security and trust within net-centric and open systems such as GEOSS

· Trust delegation within GEOSS, i.e., should GEO be the custodian of trust delegation?

· Inter-technology security mechanisms, e.g. access control through XACML, interacting with a chain of distributed services, including models running within a private GRID, cryptography and key management.
· Sharing best practices for securing application access (rationale: whereas much information is available on securing assets at hardware, operation system, and network level, few common practices have evolved for application security)

WGISS partners can share their experiences, and perhaps proactively represent common approaches to influence policy and regulations, to show how delegation across programs can work while maintaining message integrity and confidentiality – all while working to maximize the value of our EO systems to the users, and ultimately society in general.

4 A Platform for Exchange

In order to capture a knowledge base related to the issues of security and securing EO systems, WGISS has established a dedicated WGISS Security Collaboration site.  This page can be found at wgiss.ceos.org/security.  This site will contain an evolving repository of papers and presentations from WGISS partners on security topics.  It will also host a discussion board, where WGISS partners can exchange ideas on this emerging and evolving area.

The site has been seeded with the following resources:

	Resource Title
	Partner
	Description

	Security: “Best Practice” Insights from the IDN
	IDN
	This paper offers some insight into experiences that the IDN has had in addressing its security risks.  Experiences include the usage of OGC services and it offers a set of “Best Practices”, based on their experience.

	NASA ECHO Security Lessons Learned
	NASA/ECHO
	This presentation makes the case for the need to address security within the EO community.  A series of threats are identified and ECHO’s responses to those threats are described.

	Security in the Earth Observations infrastructure
	CNES
	This presentation outlines how the development process at CNES incorporates the need for security.  It identifies the role of the CNES ISS team within the phases of system development.

	Security and the Open Geospatial Consortium
	OGC
	This presentation discusses the OGC perspective on security.  A set of web service security standards are presented, and it lays out the strategy for incorporating them in planned OWS initiatives.

	SensorWebs and Security Experiences
	NASA
	This presentation addresses some of the impacts of securing sensor webs.  Topics discussed include the federated model for user authentication and authorization and an experiment using OpenID.


5 Conclusions

Security issues are facing all IT-based systems, including EO systems.  Components that participate in the system-of-systems concept of GEOSS are not immune from both the risks of being unsecured, and the pressures to protect themselves.  These systems and components represent significant investments, as well as value, to the EO community, and they need to face the issue of security in a way that is consistent with their importance to the community.

Security impacts, both threats and responses, will continue to evolve.  As new threats emerge, new responses (policies, requirements, technologies and standards) will need to be put into practice, both in operational as well as less formal systems.  Security is a living and dynamic problem.

WGISS recognizes that each system, each component, each service offered and each contributing agency will have its own guidance, policies and security requirements.  Each partner will have their own appropriate responses to those drivers.  However, by collaborating on some fundamental concepts, and providing a knowledge base for securing EO systems, we can provide a coordinated platform for dealing with security issues in our increasingly interoperable EO systems and components.

� Cf. the “Satellitendatensicherheitsgesetz” (“Satellite Data Protection Act”, SatDSiG) in Germany or the “Remote Sensing Space Systems Act” (“Bill C25”, RSSS) in Canada.


� Stocker, Erich, NASA participant of the CEOS Precipitation Constellation, in personal email, Feb. 2010





